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Overview

Introduction to Legal, regulatory, and ethical considerations in cybersecurity
and its importance

Key Laws and Regulations

Ethical Considerations in Cyber Security and Privacy

Compliance and Audit Process



Introduction

* Legal, reqgulatory, and ethical considerations in
cybersecurity refer to the rules, laws, standards, and moral
principles that guide the protection of digital assets,
personal information, and critical infrastructure.

» These considerations encompass
% compliance with laws and regulations
% Adherence to industry standards and

% Ensuring ethical behavior in managing and protecting
sensitive data and systems.
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Introduction

Legal Consideration

Involves following national and international laws
designed to protect digital information, prevent
cybercrime, and promote cybersecurity.

Legal frameworks help to prevent cybercrimes and
enforce punishments.

Legal considerations set clear requirements and
consequences for organizations and individuals, ensuring
accountability in the event of data breaches or
cyberattacks

Examples include data privacy laws (like GDPR),
cybersecurity laws, and intellectual property laws
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Introduction

Regulatory Consideration

Consists of adhering to standards and policies imposed by
regulatory bodies within various organization or industries
(e.g., PCI-DSS in finance, HIPAA in healthcare).

These regulations define specific cybersecurity protocols
that organizations must follow to operate within those
sectors.

Compliance with cybersecurity regulations helps to avoid
fines and reputational damage.

Examples of industries requiring high compliance: finance,
healthcare, telecommunications.
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Introduction

Ethical Consideration

Ethical considerations refer to the moral responsibilities of
individuals and organizations in cybersecurity i.e. act
responsibly

« This includes protecting user privacy, avoiding harm, and

responsibly managing data.

Ethical practices help build a culture of trust,
responsibility, accountability and encouraging
cybersecurity professionals to act in the best interest of
society and protect sensitive information from
exploitation.
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Importance

« Mitigate Risk of Cyber Threats: Actively identify and fix
vulnerabilities to reduce the chances and impact of cyber
attacks.

- Establishes Accountability: Define clear roles and
responsibilities to ensure organizations are accountable
for data breaches

 Build Public Trust and Accountability: Foster
transparency and ethical data practices to enhance public
confidence in information handling.

* Protect User Privacy: Safeguard personal data through
strong security measures to maintain user confidentiality.
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Importance

Prevent Financial and legal Complication: Implement
compliance and risk management strategies to avoid
costly breaches and legal repercussions

Guide Responsible Innovations: Promote the
development of technologies that prioritize ethics and
user rights.

Promote International Cooperation: Enhance global
collaboration to collectively address cyber threats and
strengthen cybersecurity.
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Key Laws and Regulations

GDPR(General Data Protection Regulations)

* Introduced by the European Union to address the
modern privacy concerns arising from widespread data
collection and digital storage.

« Enforced from May 25, 2018.

« Applies to all businesses and organizations that process
the personal data of EU residents, regardless of where the
organization is based.

« Main goal is to create a standardized data protection law
across all EU countries, making it easier for EU citizens to
understand their rights and for businesses to comply with
a single set of regulations

S Co-funded by
g the European Union




Key Laws and Regulations

GDPR(General Data Protection Regulations)

Key Provisions

> Consent: Data collection requires explicit consent.
> Data Rights: Access, correct, and delete personal data.

> Data Breach Notification: Report breaches within 72
hours.

> Penalties: Up to €20 million or 4% of global turnover.
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Key Laws and Regulations

CCPA (California Consumer Privacy Act)

> One of the most comprehensive privacy laws in the U.S.
and is often compared to the EU's GDPR in terms of its
Impact on data privacy standards.

> Enhances privacy rights for residents of California (US).
> Enacted in 2018 and took effect on January 1, 2020.

» The main goal of the California Consumer Privacy Act
(CCPA) is to give California residents greater control over
their personal data

S Co-funded by
o the European Union




Key Laws and Regulations

CCPA (California Consumer Privacy Act)

Key Provisions

> Right to Know: Access to data collected and its
purpose.

> Right to Delete: Request data deletion.
> Opt-Out of Sale: Individuals can opt out of data sales

> Penalties: Fines up to $7,500 per intentional violation.
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Right to know what personal
information is collected
about them.

Right to have a business ——

delete their personal w
information.

Right to know whether & to
whom their personal
information is disclosed.

Right to not be discriminated
against for exercising their
rights under the Act.

Right to access their personal
information that has been
collected.




CCPA VS GDPR

CCPA

JANUARY 1, 2020

Enforcement
begins July 1, 2020

FOR-PROFIT COMPANIES THAT:

« Collect personal data on 50K+ Califormia
residents

« Have annual revenues of over $25 million

» Eamn 50%+ of annual revenue from
California residents’ data

« Business, service providers, third parties,
and California consumers

« Personal data that is sold for
monetary or other value considerations
(releasing, disclosing, transferring,
or even renting of the data)

= Up to $7,500 per violation with no
ceiling on the number of violations
= $100-$750 per consumer per incident

for statutory damages related to
breaches
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WHEN DOES
THE LAW GO
INTO EFFECT?

WHAT
ORGANIZATIONS
ARE IN SCOPE?

WHO IS
AFFECTED?

WHAT DATA 1S
WITHIN SCOPE?

WHAT ARE
THE FINES OF
NONCOMPLIANCE?

GDPR

MAY 25,2018

Enforcement
in effect

ANY ORGANIZATION THAT:

+» Operates inside or outside the European

Union (EU) and offers goods or services
to customers or businesses in the union

EU citizens, businesses, controller,
processor, and data subjects

Personal data of any type

Up to 20 million euros or 4% of total
global tumover from the prior fiscal
year for the most severe violations

Up to 10 million euros or 2% of the
worldwide annual revenue of the prior
fiscal year for less severe violations




Key Laws and Regulations

HIPAA (Health Insurance Portability and
Accountability Act)

> Is a US. law enacted in 1996 with the primary aim of
protecting sensitive patient health information and
improving the efficiency of the healthcare system.

» The main goal of the Health Insurance Portability and
Accountability Act (HIPAA) is to protect the privacy and
security of individuals' health information while ensuring
that necessary data is available for healthcare purposes
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Key Laws and Regulations

HIPAA (Health Insurance Portability and
Accountability Act)

Key Provisions

> Privacy Rule: Safeguards personal health information.

> Security Rule: Requires electronic health data
protection.

> Breach Notification Rule: Reporting breaches over
500 individuals.

> Penalties: $100 to $50,000 per violation, based on
negligence.
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Ethical Considerations in
Cybersecurity and Privacy

Ethical considerations highlight the critical need for a
thoughtful approach to cybersecurity and privacy, where
organizations are not only focused on protecting data but
also committed to respecting the rights of individuals.

Enhanced security measures can infringe upon personal
privacy, creating ethical dilemmas for organizations.

Implementing effective security measures while ensuring
transparency and obtaining user consent is essential to
safeguarding both security and privacy.
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Ethical Considerations in
Cybersecurity and Privacy

Privacy vs. Security

* Privacy relates to any rights you have to control your
personal information where Security refers to how your
personal information is protected.

« Organizations must find a delicate balance between
implementing effective security measures and respecting
individual privacy rights. i.e. balancing individual privacy
with security.

* Example:

When we try to make things safer, it can result in watching
people too closely, which can violate their privacy rights.
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Ethical Considerations in
Cybersecurity and Privacy

Data Use and Consent

« Organizations must ensure that users are fully informed
about how their data will be used and must obtain explicit
consent before data collection.

* Respecting user consent and maintaining transparency in
data practices are fundamental ethical responsibilities.

« Example:

A fitness tracking app exemplifies ethical data use by clearly
informing users about data collection practices, obtaining
explicit consent before gathering information, and providing
ongoing transparency, thereby building trust
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Ethical Considerations in
Cybersecurity and Privacy

Responsibility and Accountability

Organizations bear the responsibility to protect the
information they collect and process.

This includes implementing robust security measures and
being accountable for data breaches and other security
incidents.

Failure to do so can result in severe consequences, both
legally and reputationally.
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Ethical Considerations in
Cybersecurity and Privacy

Responsibility and Accountability

« Example:

An online retailer demonstrates responsibility and
accountability by implementing strong data protection
measures, providing clear terms of service, promptly
responding to data breaches, and maintaining accessible
customer support.
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Ethical Considerations in
Cybersecurity and Privacy

Transparency

* Providing clear information on how data is used is vital for
nurturing trust between organizations and their users.

« Transparency involves not only disclosing what data is
collected but also how it is used and shared.

* Example:

A social media platform demonstrates transparency by
providing an easy-to-use privacy dashboard, notifying users of
changes in data usage, offering access reports on collected
data, and maintaining open communication about its privacy
policies.
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Compliance and Audit
Process

« Compliance refers to the adherence to laws, regulations,
and internal policies designed to protect data and ensure
ethical practices within organizations.

« Compliance is critical in today’s digital landscape, where
data breaches and privacy violations can lead to
significant legal and financial consequences.

« Organizations must understand the legal frameworks that
govern their operations, such as GDPR for companies
operating in Europe or HIPAA for healthcare entities in the
U.S., to effectively protect sensitive information and
maintain public trust.
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Compliance and Audit
Process

« The audit process is a systematic approach to evaluating
an organization's adherence to compliance standards and
effectiveness in managing risks.

« Audit process typically involves several key components:

Risk Assessment:

= Initial phase which involves Identifying and assessing
risks.

» Organizations evaluate vulnerabilities in their systems,
processes, and policies to prioritize areas that need
improvement
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Compliance and Audit
Process

Control Testing

= QOrganizations verify that their cybersecurity controls are
functioning effectively.

= This includes testing technical measures (like firewalls
and encryption) and administrative controls (such as
access management policies) to ensure they adequately
protect against identified risks.
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Compliance and Audit
Process

Documentation

Maintaining comprehensive records of compliance
efforts is essential.

Documentation should include policies, procedures,
audit findings, and corrective actions taken.

Proper documentation not only demonstrates
compliance but also aids in future audits and evaluation
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Compliance and Audit
Process

Reporting
= Organizations must share the results of their audits with
management and relevant regulatory bodies.

= This reporting includes summaries of findings,
compliance status, and any necessary recommendations
for improvement.
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Compliance and Audit
Process

Continuous Improvement

= The last step in the audit process is to make a
commitment to using feedback from audits to improve
compliance efforts.

= This means routinely reviewing and updating policies,
procedures, and controls to address new risks,
technologies, and changes in regulations.

= By doing this, the organization can strengthen its
overall security measures.

S Co-funded by
the European Union




Steps to Pass Compliance
Audit

Comply with any cybersecurity standard!

Define IT standards with which Appoint a data protection
you must (and want to) comply officer

Conduct a risk assessment

Implement lacking

cybersecurity controls Create an IT audit trail

Conduct a self-audit

Form a long-term compliance Automate compliance-related Raise security awareness
strategy activities among employees

CS4ALL
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Steps to Pass Compliance
Audit

Define IT regulations with which you must (and want
to) comply

> Before you start enhancing your cybersecurity, figure
out which standards you must comply with and which
you want to comply with voluntarily.

> There are three types of regulations.
1. General: NIST, ISO etc.

2. Industrial: HIPPA, PCI DSS etc.
3. Regional: GDPR, CCPA etc.
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Steps to Pass Compliance
Audit

Appoint a Data Protection Officer

> A data protection officer (DPO) manages an

organization’s data protection practices, assesses

security requirements, and ensures compliance wit
them

Why employ a data protection officer?

Get an expert in Constantly monitor Communicate quickly and
cybersecurity legislation compliance clearly about any breaches
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Steps to Pass Compliance
Audit

Conduct a Risk Assessment

> Risk assessment identifies and analyzes security risks
your organization might face.

> During a risk assessment, it's important to identify:
» Cybersecurity risks and threats to your organization

* Assets that are critical to your organization and are
subject to compliance regulations

* Your current level of protection, as well as the weak and
strong points of your defenses.

> Results of a risk assessment will be useful for planning
security improvements as well as for designing new
policies and strategies.
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Steps to Pass Compliance
Audit

Conduct a Self-Audit

> A self-audit helps you evaluate your current compliance
level and identify gaps in data protection.

> It also prepares your employees for a real IT audit.

> To conduct a self-audit and make it look more like a
real audit, use official IT compliance audit checklist and
guidelines like GDPR checklist for data controllers,
HIPAA  compliance  checklist And so  on
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Steps to Pass Compliance
Audit

Implement a Lacking Control

> Following a risk assessment and self-audit, you'll have a
list of necessary policies, practices, and technical
controls to implement for passing an IT audit.

» Now, it's time to put them into action.
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Steps to Pass Compliance
Audit

Create an IT Audit Trail

> It is a set of records that depict any activities with
sensitive data, databases, applications, or parts of your
infrastructure.

> It allows IT compliance auditor to examine the way your
employees handle sensitive resources and is an
important part of any compliance and security audit.

> Using the generated logs, you can track any action
inside your protected environment, identify security
incidents, and assess threat sources
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Steps to Pass Compliance
Audit

Form a Long Term Compliance Strategy

> Regular compliance audits require ongoing updates to
security measures, making a well-defined compliance
strategy essential.

> Collaborate with department leaders to create policies
that align with workflows.

> And assign a responsible officer, like a data protection
officer or chief information security officer, to oversee
its implementation.
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Steps to Pass Compliance
Audit

Automate Compliance Related Activities

» Some activities during the compliance audit have to be
performed manually: reviewing policies, investigating
security incidents, cooperating with a certification body,
etc.

> Still, automated tools help you reduce compliance
overhead, save time preparing for the audit, and
minimize the risk of human errors.

Co-funded by
the European Union




Steps to Pass Compliance
Audit

Raise Security Awareness

> Passing an audit requires all employees working with
sensitive data to understand their responsibilities and
use safe practices.

> To help employees understand their role in the audit
process, you can:

= Explain how data leaks and failed audits will influence
the organization

= Share information on security breaches in your industry

= Conduct cybersecurity trainings communicate the
importance of new security controls

= Describe  the outcome of  non-compliance.
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Conclusion

Understanding legal, regulatory, and ethical considerations in cybersecurity is essential for organizations to
protect sensitive data, comply with laws, and maintain trust with stakeholders.

Ethical considerations in cybersecurity and privacy are essential for respecting individual rights and managing

sensitive information responsibly.

The compliance and audit process is essential for organizations to meet regulatory requirements and internal

policies, helping to identify risks and improve operational effectiveness.



Questions & answers

Invite questions from the audience.
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